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. PURPOSE /LUEJb

This Confidentiality Policy (hereinafter, the “Policy”) provides guidelines for employees, contractors, and third parties handling
confidential information towards pharmacovigilance services in clinical trials and post-marketing surveillance. The Policy protects
sensitive information of the ZM CRO GROUP®, clients, and employees by limiting access, use, and disclosure to authorized
individuals only.

OanHaa lMonuTnka koHduaeHumansHOCTM (Janee no TekcTy — «[llonuTukax) ABMSeTCA PYyKOBOACTBOM AnS COTPYAHWKOB,
NOAPSAYMKOB M TPETbUX NWL, KOTOPble BOBMeYeHbl B 06paboTky KoHMAEHUManbHOW WHdopMauMm B pamkax ycnyr no
hapmaKkoHaA30py B KIMHUYECKMX NCCNEA0BaHNAX U MOCT-MapKeTMHroBoM Haasope. [laHHas Monutuka HanpaeneHa Ha sawuTy
UHdpopMaumu Ans cnyxebHoro nonb3osaHms ZM CRO GROUP®, ee KMEHTOB M COTPYAHWKOB MOCPEACTBOM OrpaHvyeHust
[0CTyna, UCNomnb30BaHNA N packpbITUS MHOPMaLUM YNONHOMOYEHHbLIM NULAM.

Il. SPHERE OF APPLICATION / OBJIACTb NPUMEHEHUA

This Policy applies to all operations performed by the Data Processor/Operator with Personal Data on behalf of Data Controller
(e.g. MAH, Sponsor, CRO, etc.), if and where applicable, and to all employees, contractors, and third parties of ZM CRO GROUP®
who have access to Personal Data in any form, including electronic, written, verbal, or visual information. It is applicable to all
departments and levels within the ZM CRO GROUP® and must be adhered to at all times.

Hannas lMonutuka npMmeHnMa KO BCeM AENCTBMAM C MepcoHaribHbIMM AaHHbIMUK, KOTOpble coBepliaeT OnepaTop vnun nuuo,
BbINOnHsLLee 06paboTKy NepcoHarnbHbIX AaHHbIX OT UMEHU 1 Mo nopyyeHuio KoHtponepa (Onepatopa - ana P®)! (Hanpumep,
ot nuua APY, CnoHcopa, KNO, apyroe), ecrnv 3170 NPUMEHUMO, @ TakkKe KO BCEM COTPYAHUKaM, NogpsavvKaM 1 TpeTbum nuuam
ZM CRO GROUP®, koTopble MMEIT JOCTYMN K NepPCoHasibHbIM AaHHLIM B 060 (hopMe, BKIHYas 3MeKTPOHHYH, MUCbMEHHY!O,
YCTHYI0, Unu MHdopmauuio B Buae nsobpaxeHuii (BuayaneHyto). [JaHHas MonuTtrka npyMeHuma ko BCceM AenapTtameHTam U Ha
Bcex ypoeHsax ZM CRO GROUP® u fgomkHa cobnopathes Ha niobom aTtane paboTsl ¢ MHdopMaumei (GbiHHbIMK).

lll. DEFINITIONS / ONPEOENEHUA
Anonymized data — data rendered anonymous in such a way that the data subject is not or no longer identifiable.

O6e3nuyeHHble (aHOHUMU3NPOBAHHbIE [OaHHbIE) — AaHHble, KOTopble ObiMM 00paboTaHbl Takum 0Opa3oM, 4YTO CyObekT
nepcoHanbHbIX AaHHbIX HE MOXET 6biTb MAEHTUDULMPOBAH.

1 B pamKax Poccuitckoro 3akoHoAaTeNnbCTBa TEPMUH « KOHTPONEp» cneayeT TPaKToBaTb Kak «OnepaTop».
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Anonymization of personal data — actions performed on personal data that do not permit the identity of the individual concerned
to be verified solely from such anonymized data.

ObGe3nnymBaHve (aHOHMMU3aLMs) NepcoHanbHbIX AAaHHBIX - AECTBUS, B pe3ynbTaTte KOTOPbIX CTaHOBUTCS HEBO3MOXHbLIM
6e3 1cnonb3oBaHUS AOMNOMHUTENBHON WMHOPMaLMU OnpeaenuTb MPUHAANEXHOCTb NepPCOHamnbHbIX AaHHbIX KOHKPETHOMY
CYObEKTY NEepPCOHarnbHbIX AaHHbIX

Consent of the data subject — any freely given, specific, informed and unambiguous indication of the data subject's wishes by
which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to
him or her.

Cornacue cybbekTa nepcoHanbHbIX AaHHbIX — mboe cBOOOAHO [OaHHOe, KOHKpeTHoe, WH(OPMWPOBaHHOE W
He[IBYCMbICIIEHHOE yKa3aHue Ha xenaHue cybbekTa AaHHbIX, MOCPEACTBOM KOTOPOrOo OH MNK OHa Bblpasun(a) cormacue Ha
06paboTKy OTHOCALUMXCA K HEMY/K HeW mepcoHanbHbiX AaHHbIX. (MpuMedaHune: Bonee aetanbHOe onpefeneHue «corrnacus»
pernameHtTupoBaHo cT.9 ®PepepanbHoro 3akoHa oT 27.07.2006 Ne152-03 (B perictBylowen pepakumm) «O nepcoHanbHbIX
OaHHbIX».

Contingent worker — person who is contacted for contingent work, paid according to hours worked or fixed salary, and draws no
benefits that are commonly available to the regular employees. contingent worker can be an individual/freelancer or freelancer
with a company for a taxation purpose working on behalf of ZM CRO GROUP® on the base of contractual agreement. synonymous
with independent contractor.

BpeMeHHbIN paGOTHUK — NMLIO, C KOTOPbIM 3aKM4YeH [J0roBOpP Ha BPEMEHHyl paboTy, onnadvMBaemMyd B COOTBETCTBUM C
0oTpaboTaHHbIMK Yacamy UM (OUKCUPOBaHHOW 3apaboTHONM NNaTol, U He MNoy4YaeT HUKAKMX NbFOT, KOTOpble Kak NpaBuio
NpefocTaBnsaTCs 0OblYHbIM COTPYAHUKaM. BpemeHHbit paBGoTHUMK MOXET OblTb U3NYecKkMM nuuom/dppunaHcepoM unm
BHELUTATHbIM COTPYOHWKOM KOMMaHuu, paboTtatowmm oT mmenHn ZM CRO GROUP® Ha ocHOBe [oroBopa. 3TO CUHOHUM
«HE3aBNCMMOrO NoApSAYNKaY.

Data operator / processor? — state agency, municipal authority, legal entity or individual who independently or in cooperation
with other entities organizes and/or processes personal data as well as determines the purposes and scope of personal data
processing. This definition refers, depending on the context, to any single company of ZM CRO GROUP® or to all ZM CRO
GROUP® Companies.

OnepaTtop — rocygapCTBEHHbIA OpraH, MyHUUMMAnbHbIA OpraH, puanyeckoe unn uanyeckoe nuuo, CaMoCTOATENBHO MU
COBMECTHO C APYrMMM IuuaMu OpraHusylolme n (Mnuv) ocyllecTBhsiiowmne obpaboTKy nepcoHarbHbIX AaHHbIX, a Takke
onpegenaowme uenn obpaboTkm NnepcoHanbHbIX AaHHbIX, COCTaB MEePCOHarbHbIX AAaHHBLIX, nognexalumx obpabdoTke, AenCTBUSA
(onepauwun), coBepluaemMble C NepcoHarnbHbIMU AaHHbIMK [laHHOe onpefeneHve OTHOCUTCS,, B 3aBMCUMMOCTM OT KOHTEKCTA, K
Kakon-nmbo oTaenbHo opraHusauum, Bxoasiuen B coctas ZM CRO GROUP®, unn k ZM CRO GROUP® B uenom.

Data subject — any natural person, whose personal data is being processed, e.g. employee, clinical trial participants/subjects,
investigator, representative of the Sponsor or any other natural person.

CyGbeKkT nepcoHanbHbIX AaHHbIX — 3TO Mo6oe uanyeckoe N1LO, Ybu NepcoHarnbHble AaHHble o6pabaTbiBaloTcs, Hanpumep,
COTPYAHUK, CYGBEKT KNMHUYECKOTo UCCneaoBaHus, uccneaoBaTens, Npeactasntens CnoHcopa unu nioboe apyroe dusmyeckoe
nuuo.

Employee — a person who has been hired for a position or a specific job or project (contract employee).

CoTpyAHUK — NNLIO, C KOTOPbIM 3aKMYeH TPYAOBOW JOrOBOP Ha onpeAeneHHyo JOMMKHOCTb Ny AN BbIMONTHEHUS KOHKPETHOW
paboTbl unu NnpoekTa (COTPYAHWNK NO KOHTPaKTY).

Health data — personal data related to the physical or mental health of a natural person, including the provision of health care
services, which reveal information about his or her health status.

MeauuMHCKMe faHHble — NepcoHasibHble JaHHble, OTHOCALWMECS K (PU3MYECKOMY UMW NCUXNUYECKOMY 300POBbH hU3NYECKOro
nnua, BKIn4ad npenocrtaBsneHne MeANUMHCKUX yCnyr, KOTOPbl€ paCKpbIBAKOT WMH(OPMALMIO O COCTOAHMM €ro 30OPOBbS.

Pseudonymization (coded data) — the processing of personal data in such a manner that the personal data can no longer be
attributed to a specific data subject without the use of additional information.

MNceBaoHMMM3aums (3akoanpoBaHHbIe AAaHHbIE) — 3TO METOZ 3aLUMTbl MePCOHanNbHbIX AaHHbIX, MPY KOTOPOM NEPCOHarnbHble
AaHHble (Hanpumep, ums, damunus, agpec) 3aMeHsT Ha NcesaonaeHTUdUKaToOpLI (HanpUMep, HOMep UNu Koa) Takum obpasom,
4YTOObI NepcoHarnbHble AaHHble CyObekTa He MO3BONANM OTHECTUM AaHHble K KOHKpeTHOMYy cybbekTy 6e3 mcnonb3oBaHus
OONONHUTENBHON NHOPMALIMN.

Personal data — any information about a natural person who is identified or whose identity is directly or indirectly identifiable
(hereinafter referred to as "personal data subject"), e. g. by name and surname, a personal identification number, location data
and an online identifier or by physical, physiological, genetic, mental and other features.

2 Under GDPR, a Data Controller is an organization or individual that decides how and why personal data will be processed.
A Data Processor is any third party that processes Personal Data on behalf of a Data Controller. A data processor must only
process personal data as instructed by the data controller, unless required to do so by law.
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MepcoHanbHble AaHHble — No6as HGOPMaLUS, OTHOCALLAsCA MPSAMO UMW KOCBEHHO K OMPeAeneHHoMY Ui onpeaensieMoMy
hmanyeckomy nuLy (CyobekTy NepcoHanbHbIX AaHHbIX), Hanpumep, uMs, amunusi, UHH, faHHble 0 MECTOHAXOXAEHWUW, OHMalH-
nOeHTUUKATOPbI UK MO U3NYECKMM, (PU3NONOTUYECKUM, FEHETUYECKUM, MCUXUYECKUM U APYTUM OCOBEHHOCTSAM.

Personal data processing — any action (operation) or a combination of actions (operations) performed both automatically and
manually with personal data, including collection, recording, arrangement, accumulation, storage, specification (updating,
changing), extraction, use, distribution (including transfer), anonymizing, blocking and destruction of personal data.

O6paboTka NnepcoHanbHbIX AaHHbIX — N0O0e AeliCTBME (ONepaLus) UM CoBOKYMHOCTb AENCTBUI (Onepawmit), coBepLuaeMbIxX
C WCMNonb30BaHWeM cpeacTB aBTomaTtmsaumm unu 6e3 ncnonb3oBaHWs TakMx CPEACTB C NepCOoHanbHbIMU AaHHBIMU, BKIHOYas
cbop, 3anuncb, cucteMaT3aumio, HakonneHne, XpaHeHne, yTouHeHne (06HOBMEHNE, N3MEHeHNe), N3BMNeYeHne, NCMosb30oBaHNe,
nepegavy (pacnpocTpaHeHue, npegocTasneHve, A[octyn), obesnuumBaHve, O6nokupoBaHue, YAaneHue, YHUYTOXeHWe
NepCcoHanbHbIX AaHHbIX.

Responsible person — a person responsible for the protection of personal data and appointed by the controller, including a DPO.
E-mail of the DPO appointed by the controller: data.protection@zmcro.com.

OTBeTCTBEHHOE NULO — MULO, OTBETCTBEHHOE 3a 3alUMTy MEepCoHarnbHbIX AAHHBLIX W Ha3HA4YeHHOE onepaTopoM, BKM4Yas
OOMKHOCTHOE NMUO NO 3alMTe AaHHbIX. AQpec SNeKTPOHHOW MOYTbl AOMMKHOCTHOrO Nuua Mo 3almTe NepcoHarnbHbIX AaHHbIX:
data.protection@zmcro.com.

Special categories of personal data — data related to racial or ethnic origin, political opinions, religious beliefs, trade union
membership, physical or mental health or condition, etc.

CneumnanbHble KaTeropum nepcoHanbHbIX AaHHbIX — CBEAEHUd, Kacarlmnecs pacoBOW, HaLWOHANbLHOW NPUHAOEeXHOCTH,
NONUTMYECKNX B3rMNAO0B, PENUIMO3HBLIX U (Pr1NocodCKnx y6e)K£leHVll7l, COCTOAHNA 300p0Bb4, Apyroe.

Vendor — person or company contracted by ZM CRO GROUP® to provide services or assure the functions related to ZM CRO
GROUP® or specific project’s activities.

MocTaBWwumK ycnyr — N1UO Unu opraHusaums, kotopas B pamkax gorosopos ¢ ZM CRO GROUP® npegoctasnsieT ycnyru nnm
BbIMOMHAET PYHKUMM UMK aKTMBHOCTU B npoektax ZM CRO GROUP®,

Distribution of personal data — actions related to making the data available to indefinite range of persons.

PacnpocTpaHeHMe nepcoHanbHbIX JAaHHbIX — [EWCTBUS, HamnpaBfieHHble Ha pacKpbiTUe MNepcoHasribHbIX AaHHbIX
HeonpeaeneHHOMY Kpyry nu,.

Provision of personal data — actions related to making the data available to a definite person or a definite range of persons.

MpepocTaBneHWe nepcoHanbHbIX AaHHbIX — [EWCTBUS, HanpaBlieHHblE Ha pPacKpbITME MNepCOoHaslbHbIX  AaHHbIX
onpeneneHHoMy NULy U1 onpeaeneHHoMy Kpyry nuL.

Blocking of personal data — the temporary cessation of personal data processing (except for the cases when the processing is
needed for personal data specification).

BnokupoBaHMe nepcoHanbHbIX AAaHHbIX — BPEMEHHOE MpeKkpaLleHune OGpaGOTKM nepcoHanbHbIX AaHHbIX (33 UCKITIOYEeHnem
cny4aes, eclu O6p660TKa Heobxoauma ans YTOYHEHUA nepCcoHalnbHbIX ﬂ,aHHbIX).

Destruction of personal data — actions performed on personal data contained in the respective database that prevent such data
from being restored and (or) actions aimed at the physical destruction of the tangible medium of personal data.

YHMUYTOXEHUE nepcoHanbHbIX AaHHbIX — [EWCTBUS, B pe3ynbTaTe KOTOPbIX CTaHOBUTCS HEBO3MOXHbLIM BOCCTAHOBUTb
coaepXXaHne nepcoHarnbHbIX AaHHbIX B CUCTEME U (I/IJ'IVI) B pe3ynbTaTe KOTOPbIX YHUYTOXAKTCA MaTepualibHble HOCUTENW,
coaepXxawlme nepcoHalnbHble AaHHbIE.

Cross-border transfer of personal data — cross-border transfer of personal data to a foreign state agency, foreign legal entity
or individual located in a foreign state.

TpaHcrpaHu4yHas nepepaya NnepcoHarnbHbIX AAHHbLIX — Mepefaya NepcoHanbHbIX AaHHbIX Ha TePPUTOPUI0 UHOCTPAHHOIO
rocygapcTtsa, opraHy BracTu MHOCTPaHHOTO rocyAapcTBa, MHOCTPaHHOMY (hM3NYECKOMY JLY WU MHOCTPaHHOMY HPULNYECKOMY
nuuy.

CRO - Contract Research Organization / KNO — KoHTpakTHO-MCccneaoBaTenbckasa opraHMsaums.

CDA - Confidentiality and Disclosure Agreement / COK — CornatueHune o kKoHuaeHUNanbHOCTY.

DPA — Data Processing Agreement / CO[] — CornaweHue 06 o6paboTke gaHHbIX.

MAH — Marketing Authorization Holder / IPY — [lep>xaTenb perMcTpaunuoHHOro yaocToBepeHust.

NCA - National Regulatory Authorities / HPO — HaunoHanbHbIM (nokanbHbIA) YNONHOMOYEHHbIW PErynaTOpHbIN OpraH.

IV. POLICY / NONUTUKA
A. Rights and obligation of Data Controller / MpaBa un o6s3aHHocTK KoHTponepa

Data Controller has a right to / KoHTponep AaHHbIX UMeeT NpaBo:
e determinate the purposes and means of processing Personal Data.
YcTaHoBUTL Lenu u metoabl 06paboTkmn NepcoHanbHbIX AaHHbIX.
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Data Controller is obliged to / KoHTponep AaHHbIX 06s13aH:

e take into account the purpose, nature, context, and scope of any data processing activities.
YyUUTbIBaTb LIENW, XapaKTep, KOHTEKCT M 06beM nNpu 06paboTke NEPCOHanNbHbLIX AaHHbIX.

e consider the likelihood of any severe risk to the freedoms and rights of any natural persons.
yuuTbiBaTh NOOYI0 BEPOATHOCTL pUCKa HapyLleHusi npae 1 ceobo noboro guranyeckoro nuua.

e implement appropriate organizational and technical measures and security measures that demonstrate that the data
processing activities have been performed in accordance with local regulations.
BHEOPSTb HaanexaliMe OpraHn3aumoHHblE U TexXHWYeckne Mepbl U Mepbl  obecneveHnss GesonacHocTH,
rapaHTupyoLime, 4to obpaboTka NnepcoHanbHbIX AAaHHbLIX BbIMOMHAETCA B COOTBETCTBUM C MOKaNbHbIMW HOPMAaTUBHO-
npaBOBbIMW aKTaMMU.

e review and update these measures where necessary.
nepecmaTtpuBaTb U OGHOBNATL YKa3aHHbIE Bbille Mepbl, P HEOOXOANMOCTMU.

¢ notify the competent supervisory authority of any breach likely to endanger individuals’ rights and freedoms without undue
delay.
yBEAOMMATb KOMMNETEHTHbIE HAA30PHbIE OpraHbl O MoObIX HAPYLLEHNSIX, KOTOPbIE MOTYT NOCTaBUTL MO Yrpo3y npaea 1
cBoboabl hmanyecknx nuu,.

e appoint a Data Protection Officer, when necessary.
Ha3Ha4YMTb AOMKHOCTHOE NULIO NO 3aLmMTe NepCoHarnbHbIX AAHHbIX.

e perform data protection impact assessment.
NPOBOAUTbL OLEHKY BO3AENCTBUSA HA CUCTEMY 3aLLUMTbI NEPCOHANbHbIX AaHHbIX.

B. Rights and obligation of Data Operator / Processor / lpaBa u o6s3aHHocTM OnepaTtopa / wnu nuua,
ocylecTBnAOLWero o6paboTKy NnepcoHanbHbIX AaHHbLIX OT UMEHU U No nopyyeHuto OnepaTtopa

The Operator/Processor has the right to / umeeTt npaBo:

e receive reliable information and/or documents containing Personal Data from the Data Subject.
nonyyatb oT Cy6bekTa 4OCTOBEPHYO MHOPMaLMIO U/UMK OOKYMEHTbI, COAepXKaLlme NepcoHarnbHble AaHHbIe.

e require the Data Subject to clarify the provided personal data in a timely manner.

TpeboBaTb 0T CybbekTa CBOEBPEMEHHOIO YTOYHEHUSI NPEeOCTaBMNEHHbIX NEPCOHANBbHbIX AAHHbIX.

e engage Sub-Processors to carry out specific tasks, in this case Operator/Processor must have a written agreement with
the Sub-Processor that imposes the same data protection obligations as stated in the DPA between the Data Controller
and the Data Operator / Processor.
npvBnekatb cyb-onepaTopoB ANs BbINOMHEHUS KOHKPETHbIX 3adad. B atom cnyvae Onepatop/O6paboTymk AaHHbIX
[OOMKEH UMETb NMCbMEHHOE cornalleHue ¢ cyb-onepaTtopoM, KOTOPOe yCTaHaBNMBaeT Te e 06593aTensbcTBa Mo 3awmTe
OaHHbIX, KOTOpble yka3aHbl B CornalleHmn o 3alimTe nepcoHanbHbIX AaHHbIX Mexay KoHTponepom n Onepatopom /
NNLIOM, OCYLLECTBNALNM 06paboTKy NepcoHanbHbIX 4aHHbIX OT MMeHU 1 no nopy4veHnto Oneparopa.

The Operator/Processor is obliged to / 06sa3aH:

e process Personal Data in accordance with the procedures established by the current legislation (global and/or local).
obpabaTbiBaTb NepcoHanbHble [aHHble B COOTBETCTBMW C MpouedypaMu, YCTaHOBMEHHbIMW [AENCTBYIOLLMM
3aKoHogaTenbCTBOM (rnobanbHbIM U/MnKn NnokanbHbIM).

e consider the requests of the Data Subject regarding the processing of Personal Data and provide motivated answers.
paccmaTpusaTth 3anpocbl CyGbekTta, Kacawwmecs o6paboTkm ero nepcoHasnbHbIX AaHHbIX, W NpeaocTaBnaTb
MOTMBUPOBAHHbIE OTBETHI.

e provide the Data Subject with the possibility of free access to his/her Personal Data.
npegoctaenaTb Cy6bekTy BO3MOXHOCTb CBOBOAHOIO A4OCTYNa K ero NepcoHasnbHbIM AaHHbIM.

e take measures to clarify and destroy the Personal Data of the Data Subject in connection with his/her (his/her legal
representative's) treatment of legitimate and reasonable demands.

NPUHATL MEPbl MO YTOYHEHWUIO UMW YHUYTOXEHUIO NepCoHasibHbIX AaHHbIX CybbekTa B CBSI3W C BbIMOSIHEHWMEM UM (ero
3aKOHHbIM NpeAcTaBuTENeM) 3aKOHHbIX 1 0BOCHOBaHHbLIX TPEBOBaHWA.

e organize the protection of Personal Data in accordance with the requirements of the current legislation (global and/or
local).
opraHn3oBaTb 3alUMTY MepCOHanbHbIX AaHHbIX B COOTBETCTBUM C TpeboBaHMsSMU OENCTBYIOLLEro 3akoHoAaTenbLCTBa
(rno6anbHOro U/unun NoKanbLHOro).

e assist the Data Controller in fulfilling their obligations under the law.
okasblBaTb cogencrane KoHTponépy AaHHbIX B BbINMOMHEHNN UM CBOMX 0653aTeNbCTB B COOTBETCTBUM C 3aKOHOM.

e appoint a Data Protection Officer, when necessary.

Ha3Ha4YWTb JOMMKHOCTHOE NULIO MO 3alyTe NepPCoHarbHbIX AaHHbIX.

e notify the Data Controller of any breach likely to endanger individuals’ rights and freedoms without undue delay.
He3ameanuTensHo yBegomnatb KoHTponépa o niobom HapylueHun, KOTOpoe MOXET MOCTaBMTb MoA Yrpo3y npasa u
cB0o6oabl PM3NYECKNX NunL,.

e ensure that international transfers of Personal Data are comply with the local law.
obecneynBaTb BblNONHEHWE TpeboBaHWI foOKanbHbIX HOPMAaTWMBHO-MPABOBbLIX AKTOB B Criydae TpaHCrpaHW4HON
nepeaayy NepcoHanbHbIX AaHHbIX.

e publish or provide otherwise unrestricted access to this Policy.
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nybnukoBaTb UM UHBIM 06pPa3oM NPefOCTaBNATbL HEOTPAHUYEHHBI AOCTYN K HAacTosiLen MNonutuke.
C. Rights and obligation of Data Subjects / [paBa n 06s3aHHOCTK Cy6HLEKTOB NepCcCoOHarbHbIX AaHHbIX

Data Subjects have the right to / Cy6beKkT nepcoHanbHbIX AaHHbIX UMeeT NPaBo:

e obtain a full information about their Personal Data processed by the Operator/Controller.
nony4aTtb NOMHY MHGOPMAaLIMIO O CBOWX NEPCOHarnbHbIX AaHHbIX, 0bpabaTtbiBaembix Onepatopom/KoHTponepom.

e access their Personal Data, including the right to receive a copy of any record containing their Personal Data, except in
cases provided for by the law.
nony4atb 4OCTYN K CBOMM MepPCoHanbHbIM AaHHbIM, BKIOYas NpaBo Ha nory4veHue konvm nobon 3anucu, cogepxatlen
€ro nepcoHarnbHble AaHHble, 33 UCKIMIOYEHNEM CrydYaeB, NPeayCMOTPEHHbIX 3aKOHOM.

o clarify, send the request to block or destroy their Personal Data in cases where the personal data is incomplete, outdated,
inaccurate, illegally obtained or is not necessary for the stated purpose of processing.
YTOYHATb, HANPaBNATb 3anpockl Ha GNIOKMPOBaHWE UMW YHUUTOXEHME CBOUX NEPCOHAaIbHBIX AaHHbIX B Criyvasix, koraa
nepcoHanbHble AaHHble ABMSTCA HEMOMHbIMU, YCTAapPEBLUMMM, HETOYHLIMMU, MOMYYEeHbl HE3AaKOHHBIM MyTEM UMM He
ABMATCSA HEOBXOAMMbBIMU AN 3asBNEHHON Lieny obpaboTku.

e withdraw consent to the processing of Personal Data.
0TO3BaTh cornacve Ha obpaboTKy NepcoHarnbHbIX AaHHbIX.

o take legal measures to protect their rights.
MPUHSATL 3aKOHHbIE MepbI A4NSA 3aLLMTbl CBOMX MNpaBs.

e exercise other rights in accordance with local laws.
OCYyLLIeCTBNATb ApYyrie npasa B COOTBETCTBUM C fIOKamnbHbIM 3aKOHOAATENbCTBOM.

Data Subjects are obliged to / Cy6bekT nepcoHanbHbIX AaHHbIX 00A3aH:

e provide the Operator/Controller with only reliable information about yourself.
npegoctaenaTe Onepatopy/KoHTponepy Tonbko JOCTOBEPHYIO MHOpMauumio o cebe.

e provide documents containing Personal Data to the extent necessary for the purpose of processing.
npenocTaBnAaTe OOKYMEHTbI, COAepXalune nepcoHanbHble AaHHble, B 06beMe, HeoGXoaAMMOM AN YCTaHOBIEHHbIX
uenen obpaboTku.

¢ inform the Operator/Controller about the clarification (updating, modification, etc.) of their Personal Data.
nHcopmmpoBaTtb Onepatopa/KoHTponepa 06 yToyHeHun (o6HOBREHWW, Mogudmkauum n T.4.) CBOMX NEPCOHAanbHbIX
OaHHbIX.

V. GUIDELINES and PROCEDURES / PYKOBOOALUME NPUHLMMNbI U NPOLEAQYPDI

5.1 Scope and categories of Personal Data processed, categories of Data Subjects / CocTtaB (06bem) n kareropumu
obpabaTbiBaeMbIX NepcoHanbHbIX AaHHbIX, KaTeropun Cyo6bLeKToB:

5.1.1 Scope of Personal Data processed / CoctaB (061eM) o6pabaTbiBaeMbix NepPCOHaNbHbIX AaHHbIX:

o Employees’ Personal Data for internal administration and service provision (Name, Last name; Personal Code/National

Identification Number; Social Security Number; Number, Date of Expiry and Authority of ID/Passport (copy/photocopy of
ID/Passport); Residence address; Personal phone number; Bank account number; Salary; Health data (a medical
certificate, e.g. 086-u form, if applicable); Another information that must be processed in the labor relations related context
(e.g. copies of certificates).
MNepcoHanbHble faHHbIe COTPYAHUKOB, obpabaTbiBaemble AnS BHYTPEHHUX agMUHUCTPATMBHBIX LIENen 1 okasaHus
yenyr (PO, MHH, CHWUIIC, nacnopTHble AaHHble, agpec, Homep TernedoHa, 6aHKOBCKME PEKBU3WUTLI, OaHHbIE O
pa3mMepe onnaTbl TPyAa, AaHHbIE O 300POBbe (MeAMLMHCKUE cepTudmkaTel, Hanpumep, cnpasku no dopme 086-y, ecnin
NPYMEHNMO), Apyras nHgopmaums, KoTopas AoMmKkHa ObiTb 06paboTaHa B KOHTEKCTE TPYAOBbLIX OTHOLUEHWA.

¢ Personal Data from Clinical trial® (Investigators’ Personal Data (such as name, last name, contact details, place of
employment, specialty, professional qualifications and experience in clinical trials, and comments on clinical trial activity).
MNepcoHanbHble AaHHble U3 KIMHUYECKUX MCCrefoBaHUM (nepcoHarnbHble AaHHble uccriegosaTtenen (Takve kak
OUNO, KOHTaKkTHble [AaHHble, MecTO paboTbl, cneuuanbHOCTb, KBanMUKauus M OnbiT paboTbl B KIMMHUYECKUX
nccnenoBaHusx, U gpyras MHpopMaLmsa B pamkax AesaTenbHOCTU MO KNMHUYECKUM UCCNeaoBaHUAM).

e Personal Data in Pharmacovigilance received directly from patients or from other sources (medical representatives,
health care professionals, literature, social networks and etc. (e.g. patient ID number/initials, date of birth/age, gender,
ethnic origin, information about adverse event / reaction (e.g. symptoms, duration, outcome, suspected drug/device,
concomitant medication, medical history), contact details of patient or reporter for follow-up if agreed with MAH (refer to
GVP Module VI)).

¢ [MepcoHanbHble AaHHble B pamMKax AeATerbHOCTU No dpapMaKkoHaA3o0py, NofyYeHHbIe HaMpAMY OT NauUMEHTOB U
13 APYIUX UCTOYHMKOB (MEOMLMHCKMX NpeacTaBuTenen, Bpadyen, NutepaTtypbl, coumanbHblXx ceTen, 1 T.4. (Hanpumep,

3 ZM CRO GROUP® does not obtain and process the Personal Data of Trial Subjects in Clinical trials. ZM CRO GROUP® team
should ensure that Investigators are aware that only anonymized (pseudonymized (coded)) trial Subject Personal Data can be
provided to ZM CRO GROUP®.

Komanga ZM CRO GROUP® He nonyyaeT u He obpabaTbiBaeT NnepcoHasnbHble faHHble CyObeKTOB KIMMHUYECKUX UCCIIef0BaHUR.
Komanga ZM CRO GROUP® pomkHa yBegoMuTb uccnegosartenei o Tom, 4to ZM CRO GROUP® moryT 6bITb NpeaocTaBneHbl
TONBbKO aHOHNMU3NPOBaHHbIE (MCEBAOHMMU3NPOBaHHbIE (3aKOANPOBaHHbIE)) NepPCOHarbHble AaHHblE CYyOBLEKTOB MCCNefoBaHus.
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MAEHTUMPUKALMOHHBIV KO MauneHTa / uHWuMansel, gata poxaeHus / BO3pacT, Nof, 3THWYecKas MPUHaANEexHOCTb,
MHOPMaLMa O HexenaTenbHOM SBMEeHWW /[ peakuuy (B TOM 4YMCrie CUMNTOMax, MPOAOIMKUTENbHOCTU, Mcxode,
NnoAo3peBaeMblX NeKapCTBEHHbIX NpenapaTtax/Meansgenvsax, COmyTCTBYIOLEN Tepanuu, MeaVLMHCKOM aHamHese),
KOHTaKTHbIEe AaHHble NauueHTa unv penopTepa Ans cbopa AONONHUTENbHON MHAOPMaLmK, ecnu cornacosaxo ¢ [IPY (B
COOTBETCTBUM C Hagnexaluen npaktnkon hapmakoHagsopa)).

5.1.2 Categories of Data Subjects / Kateropuu Cy6bekToB:

Staff (e.g. employees, consultants, temporary workers, etc.).

MepcoHan (Hanpumep, COTPYOHWKW, KOHCYNbTaHTbI, BpEMEHHbIE paboTHUKKM, Apyroe).

Business partners (e.g., manufacturers, distributors, medical representative, etc.), clients and vendors.
BusHec-napTHepbl (HanpyMep, NPOM3BOAUTENN, AUCTPUOBLIOTOPLI, MEANLIMHCKME NPEACTaBUTENMW, APYroe), KIUEHTbI U1
NOCTaBLUMKWN YCNyT.

Consumers (e.g. patients, healthcare professionals, etc.).

MoTpebutenu (Hanpumep, NaUMeHTbl, Bpayn, Apyroe).

Regulatory Authorities.

PerynaTopHble opraHsi.

5.2 Purposes of Personal Data collection / Lienu c6opa nepcoHanbHbIX AaHHbIX:

maintaining personnel and accounting records, registration of labor and civil relations.

BeJeHWe KagpoBoro 1 ByxranTepckoro yyeTta, odoopmIieHe TPYAOBbIX U rPpaXaaHCKO-NPaBOBbIX OTHOLLIEHWNA.

provision of pharmacovigilance and safety management services, including communications, performance or supervision
of the collection and processing of adverse events/adverse drug reactions/special situation reports, follow-up information
from various sources (literature and Internet, healthcare professionals, consumers, medical and/or pharmaceutical
representatives, etc.), expedited and periodic reporting to NCA, hosting and maintenance of automated certified safety
database, safety trends and signal detection, monitoring and management, etc.

npegocTaBneHne ycryr no hapMakoHaasopy 1 ynpasneHnio 6e30nacHoOCTbIo, BKNOYAs KOMMYHUKALMIO, BbINOMHEHWE
unu Hagsop 3a cbopom nm obpaboTKoOM COOBLLEHWNIA O HexenaTenbHbIX ABNEHUAX / peakuusix Ha NekapCTBEHHblE
npenapartbl / 0cobbIX cuTyaumsax, cbopa nocrneyoLlen nHdopMaumm O criydae U3 pas3nuyHbIX MCTOYHMKOB (NMUTepartypa
1 VIHTepHeT-pecypchl, Bpayn, noTpebutenn, MeamumnHckue nvnm papmaueBTnyeckme npeacraBuTeny n T.4.), 3KCnpecc-
OTYETHOCTb U Nepuoamn4eckyto otyeTHoCcTb B HPO, XOCTUHT 1 nogaep>xaHue aBToOMaT3MpOBaHHON cepTUULMPOBaHHON
6a3bl AaHHbIX No 6e3onacHocTW, TPeHAoB No 6e3onacHoOCTV 1 obHapyXeHne, MOHUTOPUHE 1 yNpasreHne curHanamm, u
T.0.

implementation of other functions, powers and obligations assigned to the Operator/Processor.

BbINOMHEHNE ApYrMX 3aad, MONHOMOYMI U 06s3aHHOCTEW, BO3MOXeEHHbIX Ha Onepartopa/nuuo, ocyllecTBhsoLlee
06paboTKy NepcoHarnbHbIX AaHHbLIX OT MMeHU 1 No nopyyeHuto Onepartopa.

5.3 Legal basis for the processing of Personal Data / [[paBoBble ocHOBaHUA AnNs 06paboTKkn NepcoHanbHbIX AaHHbIX:

Good pharmacovigilance practice.

Hapnexaluas npakTvka dpapMakoHazsopa.

Good clinical practice.

Hapnexallas KnmHuYeckasi npakTuka.

GDPR / O6wuin pernameHT no 3awute aaHHbix EC — He npumeHumo ans P&.

GCDMP.

Hapnexallas npaktuka ynpasneHust KIMHUYEeCKUMU JaHHbIMU

Labore code.

TpynoBou KoAekc.

Local data protection regulatory requirements and guidelines.

JlokanbHble HOpMaTUBHO-NPaBoBble TPebGoBaHUA U PEKOMEHAALIMUN B OTHOLLEHUW 3aLLUThl MEPCOHANbHbIX AaHHbIX.
Agreements concluded between the Operator and Data Subject (if applicable).

CornaweHus, 3aknioyveHHble mexay OnepaTopom 1 Cy6beKTOM NepcoHarnbHbIX AaHHbIX (€CNU NPUMEHNMO).
Consent of personal data subjects to the processing of Personal Data.

Cornacwue cybbekToB Ha 06paboTKy NnepcoHarnbHbIX AaHHbIX.

Other grounds when consent to the processing of Personal Data is not required by law.

[pyrue ocHoBaHus, Korga corrnacue Ha 06paboTky NepcoHanbHbIX AaHHbIX HE TPebyeTcs No 3aKoHy.

5.4 Procedures and conditions of Personal Data processing / Mlopsiaok 1 ycnoBus o6pa6boTku nepcoHanbHbIX AaHHbIX:

5.4.1 The processing of Personal Data by the Operator is carried out in the following ways / O6pa6oTka nepcoHanbHbIX
OaHHbIX MOXeT OCYLLeCTBNATLCA cneayoWmMMmn cnocobamu:

without using automation tools / 6e3 ucnonb3oBaHWs cpeacTs aBToMaTU3aLUK;

in information systems with or without transmission of the received information via information and telecommunication
networks / B WH(OPMAUMOHHBIX CUCTEMAax C nepedadert MNoydeHHOW MHopMauun Mo  UHEGOPMAaLMOHHO-
TENEeKOMMYHUKALMOHHBbIM CeTaM unu 6e3 Hee;

mixed processing of Personal Data / cmeluaHHas o6paboTka nepcoHanbHbIX aHHbIX.
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5.4.2 List of actions performed by the Operator with Personal Data includes: collection, systematization, accumulation,
storage, clarification (updating, changing), use, distribution (including transfer), pseudonymization, blocking, destruction, as well
as carrying out any other actions in accordance with the global and local legislation.

MepeyeHb [OeicTBUMIA, BbIMONHAeMbIX OnepaTopoM C MepcoHanbHbIMW [aHHBIMK, BKIOYaeT: cbop, cucTemaTusaumio,
HaKoMNMeHWe, XpaHeHue, yTouHeHue (OGHOBNEHWEe, U3MeHEHWE), UCMONIb30BaHWe, pacnpocTpaHeHue (Bkmodas nepegady),
NCeBAOHNMU3ALMIO, GINOKMPOBAHWE, YHUYTOXEHME, @ TaKKe OCYLLECTBMEHWE MNoBbIX ApYruX AeWCTBMIA B COOTBETCTBUU C
MeXOYHapoOHbIM 1 NIOKanbHbIM 3aKOHOL4aTeNbCTBOM.

5.4.3 The processing of Personal Data is carried out by the Operator subject to obtaining the Consent of the Data Subject
(hereinafter referred to as “Consent”), with the exception of cases established by the local legislation when the processing of
Personal Data can be carried out without such Consent.

O6paboTka lMepcoHanbHbIX AaHHBIX ocylwiecTBnseTca Onepatopom npu ycroBun nonyyeHuss Cornacusa CybGbekTa [gaHHbIX
(nanee — «Cornacue»), 3a UCKMIOYEHWEM CyYaeB, YCTAHOBIEHHbIX JOKanbHbIMU HOPMaTWBHO-MPABOBLIMW akTamu, Koraa
06paboTka nepcoHarnbHbIX AaHHLIX MOXET OCYLLECTBNSATLCH 6e3 Takoro cornacusi.

5.4.4 The Data Subject decides to provide his/her Personal Data and gives his/her Consent freely, of his/her own free will and in
his/her own interest. Consent to the processing of Personal Data may be given by the Data Subject or their representative in any
form that provides evidence of its receipt, unless otherwise stipulated by local law.

Cy6bekT MpuHUMaeT pelleHVe O NpeaoCTaBliEHNM CBOWX MEpPCOHarbHbIX AaHHbIX M [aeT cBoe cornacue cBobogHo, Mo
COBCTBEHHON BOJe U B CBOMX COGCTBEHHbIX MHTepecax. Cornacue Ha o6paboTky nepcoHasnbHbIX AaHHbIX MOXET OblTb AaHO
CyGbekToM Unu ero npefcTaBuUTeneM B Noboit hopme, noaTBepXKAatoLleid ero nosyyeHne, ecrniv MHoOe He MNpPefyCcMOTPEHO
NoKanbHbIMW HOPMaTWUBHO-TIPABOBLIMU aKTaMu.

5.4.5 When processing Personal Data, the Operator takes or ensures that the necessary legal, organizational and technical
measures are taken to protect Personal Data from unlawful or accidental access, destruction, alteration, blocking, copying,
provision, dissemination of personal data, as well as from other unlawful actions in relation to Personal Data.

Mpn obpaboTtke nepcoHanbHbIX AaHHbIX Onepatop npuHUMaeT wunu obecneuyvBaeT MNPUHATUE HEOBXOAWMbIX MPaBOBbIX,
OPraHN3aumMoHHBIX Y TEXHUYECKNX Mep AN 3aluTbl NEePCOHanbHbIX AaHHbLIX OT HEeNpaBOMEPHOrO UMW CriyYanHoro AOcCTyna,
YHUYTOXEHUS, W3MEeHeHWUsi, OroKMPOBaHWs, KOMUPOBAaHWUS, MNPEAOCTaBMEHUs, pPacnpoCTPaHeHWsl, a Takke OT WHbIX
HenpaBoOMepHbIX AENCTBUI B OTHOLLEHUW NEPCOHanbHbIX AaHHbIX.

5.4.5.1 These measures shall include as appropriate (without limitations) / Mepbl moryT Bkntoyats (6€3 opraHm4eHuin):

* the pseudonymization and encryption of Personal Data.
NCceBAOHUMM3ALMNS U LIMpoBaHMe NepcoHasibHbIX AaHHbIX.

« the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services.
BO3MOXHOCTb HENpepbIBHOrO obecnevyeHns KoHpnaeHLManbHOCTH, LLeNOCTHOCTU, AOCTYMHOCTM U OTKa30yCTOMYMBOCTM
cUCTEM 1 cepBucoB 06paboTku.

o the ability to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical
incident.

BO3MOXHOCTb CBOEBPEMEHHOIO BOCCTAHOBINEHUS AOCTYMHOCTM M AOCTYNa K NepCcoHanbHbIM AaHHbLIM B CryYae MHUMAEHTa.

e a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for
ensuring the security of the processing.

BHEApPEHWEe npoLecca perynspHoro TeCTMPOBaHWS, OLEHKN pe3yNbTaTUBHOCTM TEXHUYECKMX N OPraHM3aLMOHHbIX Mep No
obecneveHnto 6e30NacHOCTU AaHHbIX.

5.4.6 The condition for terminating the processing of Personal Data may be the achievement of the purposes of processing
Personal Data, expiration of the Consent or withdrawal of Consent by the subject of Personal Data, as well as identification of
unlawful processing of Personal Data.

YcnoBrem npekpalleHmsi 06paboTku NepcoHanbHbIX AaHHbIX MOXET BbiTb JOCTUXEHME Lenun nx o6paboTky, UCTeueHne cpoka
pencteua Cornacust unu ot3ble Cornacus Cy6bekToM MepcoHarnbHbIX AaHHbIX, @ TakkKe BbIBrEHUe hakToB He3aKOHHOM
006paboTkM NepCoHarnbHbIX JAHHbIX.

5.4.7 Consent may be revoked by written notice sent to the ZM CRO GROUP® via corporate email info@zmcro.com.

Cornacue MoxeT ObiTb OTO3BaAHO NYyTEM HarnpaBneHusi NMcbMeHHoro yeegomnenunss B ZM CRO GROUP® no kopnopaTuBHOW
3MNeKTPOHHON noyTe info@zmcro.com.

5.5 Updating, correction, removal and destruction of Personal Data, responding to requests for access to Personal Data
by Data Subjects / O6HoBneHue, ucnpaBneHue, yaaneHne n yHU4TOXeHUe nepcoHarnbHbIX AaHHbIX, OTBETbI Ha 3anpochbl
Cy61eKkToB 0 NpefocTaBrieHUM AOCTyNa K NepcoHanbHbIM AaHHbIM:

5.5.1. If the fact of inaccuracy of Personal Data or the illegality of their processing is confirmed, the Personal Data must be updated
by the Operator, or their processing must be stopped accordingly. Data protection Officer should be notified (24/7) as per
SOPO06/BP.
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Ecnu dhakT HETOYHOCTM NpeaoCTaBEHHbIX NEPCOHAaNbHbIX AAHHBIX UMM HE3AKOHHOCTM UX 06paboTkM NoATBEPXKAAETCS, TO Takne
nepcoHarnbHble AaHHble AOMKHbI ObITb 06HOBMEHbI OnepaTtopom UM ux obpaboTka AoMmkHa ObiTb NMpeKpalleHa Haanexawum
obpasom. [JomKHOCTHOE NMLO MO 3aLiuTe NepcoHanbHbIX AaHHbIX A0MKeH ObiTb yBegomneH (24/7) B cootsetctBun ¢ SOP06/BP.

5.5.2 The fact of inaccuracy of Personal Data or illegality of their processing can be established either by the Data Subject or by
the NCA.

daKT He[OCTOBEPHOCTU NEePCOHArbHbLIX AaHHbIX UM HE3AKOHHOCTU UX 06paboTkn MOXET ObiTb YCTaHOBNEH Nn6o CybbekTom,
nméo HPO.

5.5.3 At the written request of the Data Subject or his/her representative, the Operator is obliged to provide information about the
processing of Personal Data of the specified subject by him. The request must contain the number of the main document identifying
the Data Subject and his/her representative, information about the date of issue of the specified document and the issuing
authority, information confirming the participation of the Data Subject in relations with the Operator (without limitation):

Mo nucbmeHHomy 3anpocy CybbekTa unu ero npeacrtaeutens Onepatop 006s3aH NpeaocTaBUTb MHOpMaumo 06 06paboTke nm
nepcoHanbHbIX AaHHbIX ykasaHHoro CybbekTa. 3anpoc OOMmKeH coaepXaTb HOMEpP OCHOBHOMO AOKYMEHTa, yOOCTOBEPSIOLLErO
nnyHocTb CyObekTa u ero npeacraBuTens, MHOpPMaLMIO O AaTe BblAayu yKa3aHHOro OOKYMEHTa U opraHe, BblOaBLUEM €ro,
nHdopmauumio, noateepxaatoLyto yyactne Cybbekta B oTHowweHusix ¢ Onepatopom (6e3 orpaHnyeHuii).

e contract number / KOHTaKTHbI HOMEP,

¢ date of conclusion of the contract / gaTta 3aknioyeHust gorosopa,

e conventional verbal designation and (or) other information) / TekcToBOe cogepxaHue KOMMyHUKauuv u (Mnu) apyras
MHopMaLms,

e or information otherwise confirming the fact of processing of Personal Data by the Operator / nnm nHcdopmauusi, UHbIM
obpasom noaTeepxaatoLas dakt 06paboTkm nepcoHanbHbIX AaHHbIX OnepaTopom,

¢ signature of the Data Subject or his/her representative / nognuce CybbekTa unm ero npeacraBuTensi.

The request can be sent in the form of an electronic document and signed with an electronic signature in accordance with the
local law.

3anpoc MOXeET OblTb oTnpasrfieH B 3J1IEKTPOHHOM Buae 1 noanucaH 3ﬂeKTpOHHOI7I noanncbd B COOTBETCTBUM C J1OKallbHbIM
3akoOHOOaTes1IbCTBOM.

5.5.4 If the request of the Data Subject does not reflect all the necessary information or the subject does not have access rights
to the requested information, then a reasoned refusal is sent to him.

Ecnu B 3anpoce CybObekTa oTpakeHa He Bcsi HeoGxoaumasi MHgopmauus unu CyGbekT He uMeeT npaB [AocTyna K
3anpaiuvBaemon HgopmaLlumn, To eMy HanpaenseTcs MOTUBUPOBaHHBIA OTKas3.

5.5.5 In the manner provided for in clause 5.5.3, the Data Subject has the right to demand that the Operator clarify his/her personal
data, block it or destroy it if the personal data is incomplete, outdated, inaccurate, illegally obtained or is not necessary for the
stated purpose of processing, as well as take measures provided by law to protect the rights.

B nopsiake, npegycMmoTtpeHHoM nyHKkToM 5.5.3, Cy6bekT nmeet npaso notpebosatb 0T OnepaTtopa yTOYHEHUS ero NepCcoHanbHbIX
OaHHbIX, 3a6NoKMpPoBaTh UX UMK YHUUTOXMUTb, ECNN NePCOHanbHbIE AaHHbIE ABNATCA HEMOMHBbIMU, YCTapeBLUUMM, HETOYHbLIMU,
NnonyyeHbl HE3aKOHHbIM NyTEM UNKN He ABMSITCA HeoOXoaMMbIMU ANSA 3asBNEHHOW Leny obpaboTku; a Takke NpUHATL Mepbl,
nNpeayCMOTPEHHbIE 3aKOHOM AN1S 3aLLMTbl 3TUX NPaB..

5.5.6 When the objectives of processing Personal Data are achieved, as well as in the case that the Data Subject withdraws
Consent, Personal Data is subject to destruction if:

Mpy gocTmxeHnn Lenen 06p360TKVI nepcoHalnbHbIX OaHHbIX, @ TakXke B Clly4ae OT3biBa Cornacus Cy6'beKTOM, nepcoHalrnbHblIe
OaHHble noanexaTt YHUYTOXEeHUIo, ecnn:

e the Operator has no right to carry out processing without the Consent of the Data Subject.
OnepaTtop He MMeeT NpaBa ocyLecTBNATbL 06paboTky Cyb6bekTa 6e3 ero cornacus.
e otherwise is not provided for by the agreement to which the Data Subject is a party, beneficiary or guarantor.
MHOE HEe NpeayCMOTPEHO CornalleHMeM, CTOPOHOW, BbirogonpuobpeTaTeneM WM rapaHTOM KOTOPOro SABMRsSieTCs
CyObekT nepcoHarnbHbIX AaHHbIX.
e otherwise is not provided for in another agreement between the Operator and the Data Subject.
MHOE He NpedyCMOTPEHO B paMKax ApYyroro cornawleHus mexay OnepaTtopom n Cy6bekToM nepcoHanbHbIX AaHHbIX.

VI. RESPONSIBILITIES / OTBETCTBEHHOCTb

All employees of ZM CRO GROUP® are responsible for maintaining the confidentiality of the Personal Data in accordance with
this Policy, SOP06/BP, CDA and global and local laws.

Bce cotpyaHukn ZM CRO GROUP® HecyT OTBETCTBEHHOCTb 3a NoAAepKaHNe KOHMUOEHUMANbHOCTU NEPCOHAarbHbIX AaHHbIX B
COOTBETCTBUM C NornoxeHnammn aaHHon Monutmnkn, SOP06/BP, CO[l, rnobanbHbIM M NOKanbHbIM 3aKOHOA4aTEeNbCTBOM.

Third parties, including contractors and consultants, are required to sign CDA and DPA and abide by this Policy.

Version 1.0 date 01-Mar-2024 Confidential. Property of ZM CRO GROUP®, Page 8 of 9



(oS‘ ZM CRO GROUP ™™

Confidentiality Policy
N Suit the Action to the Word, the Word to the Action MonuTtuka KOHCbVI,EleHLl,VIaJ'IbHOCTM

TpeTby CTOPOHBI, BKMHOYasA NOCTABLUMKOB YCINYT U KOHCYNbTaHTOB 0653aHbl nognucate COK n COJl 1 03HaKoMUTbCS C AaHHOM
Monutukon.

VII.FORMS / ®OPMbI

Not applicable / He npumeHnmo

VIIl. REFERENCES / CCbINTIKU

SOPO03/BP — Record management and security / BesonacHocTb 1 ynpaBneHne 3anucsmu.

SOPO02/IT — Electronic Information Security / BesonacHOCTb 3nNeKTPOHHON MHGOPMaLNK.

SOPO06/BP — Personal Data Protection / 3awmta nepcoHanbHbIX AaHHbIX.

IX. REVISION AND REVIEW HISTORY / UCTOPUA MNPOCMOTPA U U3MEHEHUH

VERSION REASON FOR ISSUE OR REVIEW ISSUE DATE
Bepcus MpuyuuHa gnsa nyénukauuu unu nepecmoTpa Oata ny6nukauumn
1.0 Initial issue of Policy 01-Mar-2024
n/a Translated in Russian. 5 06-Feb-2026 / 06-des-2026
He NPUMEHNMO MepeBeaeHo Ha pycckuii A3bIK
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